
 

 

Technical Requirement & Exam Rules for Online Proctored Exams 
 

 

What is an Online Proctored Exam? 

 

Online Proctored exam refers to a digital form of assessment which enables candidates to appear 

for the exams from any location and from own Laptop or Desktop PC. During online proctoring, 

the software is used to allow students to take exams at a place of their choice. Exams given by the 

student in Online Proctored mode are monitored through AI and webcam by the proctor.  

 

Students must have Desktop PC / Laptop with an operational webcam & mic to attend the Online 

Proctored exam. Your exam room should be uncluttered, with no writing visible on walls or 

surfaces, and you must be alone in the room. A good quality mirror to be fixed at the back of the 

candidate, so that it captures the image of the screen and background. 

 

Basic Technical Requirements 

 

Students need to make note of following technical requirements for appearing for online proctored 

exam:- 

 

System Configuration Requirement 
 

 

 

 

 

 

 

 
 

Note: Online Proctored Examination will not work with iOS. 

 

URL will be provided to you for downloading secure browser (.exe file) for appearing online 

proctored exam.  

 

Student should download, install & run (.exe file) in system. The students will have to appear for 

the entrance exam through this Symbiosis AI Assessment Software. 

 

Note: Student should ensure that the above technical requirements are met before appearing 

for the exam. 

   
System Desktop PC / Laptop 

Operating System* Windows 8 & Above 

Processor  Intel i3 processor or equivalent 

RAM 4 GB  

Screen Resolution  1024 * 768 

Web browser Latest Google Chrome  

Webcam/ Mic Mandatory & it should be functional 

Disk Space 2 GB  

Internet bandwidth Stable 1 Mbps internet speed 



 

 

 

 

 

 

Appear for the Online Proctored Exam 

 

How to start my exam ? 

 

 Ensure that you have the activation key and the proctor password (the credentials will be 

provided to you). 

 Ensure that the Webcam and Mic of your Desktop PC / Laptop on which the exam will be 

undertaken are operational  

 Student will get the URL for downloading secure browser (.exe file). Install the software 

exe. Shortcut will be created on the desktop of your PC / Laptop. This is one time activity. 

If you change the Desktop PC / Laptop you will have to download the exe again.  

 Execute .exe file to start taking the exam.  

 After opening secure browser, system check will be automatically performed (Functionality 

of Camera & Mic). If system check fails, you will not be able to continue the exam.  

 Student will have to enter the Activation Key, Registration No, Name and email id and 

accept the terms (1st Page). 

 Enter the Registration No, Activation Key and Proctor Password to start the exam (2nd Page). 

 Student will have to go through instruction page & then click on start exam button 

 After Completion of exam, Student will have to click on end exam button and thereafter on 

the Close Exam Software button.  

 The examination will get locked within 20 minutes of the actual examination start time. 

Students should ready themselves half an hour before the examination start time with the 

execution of the Symbiosis AI assessment exe file and the system check. If the examination 

is locked, exam will not be rescheduled.  

 

Rules to be followed 

 

Do’s 

 Charge the Laptop well in advance & Check the power plugs of desktop PC. 

 Make sure webcam and mic of your Laptop/ Desktop PC are  functional. 

 Candidate to be seated using a plain background. 

 You should ensure availability of proper internet connectivity  on your Desktop PC / Laptop. 

 You should ensure proper lighting in the room. 

 The room must be as quiet as possible, sounds such as music or television are not permitted.  

 Make sure you have downloaded, Installed (.exe) file and run it properly 

 Make sure you have exam credentials (Activation Key & Password) ready with you before 

starting of exam or note it down on paper. 

 Ensure that your face visibility is clear during the entire exam. 



 

 

 

 

 

 

 

 

Don’t (s) 

 Do not try to navigate from exam window as your exam screen window will be proctored 

for entire exam. If any suspicious activity is observed during the exam, exam will stand 

cancelled. 

 You are not allowed to talk to anyone while your exam is in process  

 You are not allowed to use your mobile phone or any other material during the exam. If the 

same is observed, then it will be considered as  malpractice. 

 You are not allowed to start the exam from multiple devices at a time. If the same is observed  

your exam will be terminated and will stand cancelled.  

 You must not use headphones, ear buds or any other type of listening equipment. 

 You are not allowed to leave the test screen during exam. 

 You must not leave the room for any reason during the exam time 

 A good quality mirror to be fixed at the back of the candidate, so that it captures the image 

of the screen and background. 

 

Suspicious Activity & Malpractice rules  

This is an Online Proctored Exam. If any student is observed/found carrying out any suspicious 

activity/ malpractice then student exam will stand “cancelled”. The exam will also be cancelled if 

your face is not visible / face visibility is not clear so as to establish your identity. You will get 

certain notifications / alerts on the screen during the exam for any suspicious activity during the 

exam.  

Following are examples of Suspicious activity 

 Moving out  from exam screen.  

 Human Conversation during the exam.  

 Hiding Camera. 

 Other face detected in camera.  

 Continuous movement of eyes and head during the exam. 

 Trying to come out from exam screen again & again.  

 Trying to Open Internet Browser. 

 Screen Sharing & Screen Mirroring 

 

Following are examples of Malpractice activity 



 

 

 Using any device during the exam (Mobile, Ear Phone, Ear buds etc.) 

 Use of any objects during the exam (Books, Newspaper etc.) 

 Impersonification 

 Additional person along with the Student. 

 Student being prompted for the answers to the questions 

 

 

 

Wish You All the Best for Exam 


